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Abstract

Difficulties Facing International Cooperation In

Combating Internet And Computer Crimes.
Prepared by:
Yahya Ishan.
Supervised by:
Dr. Sultan Alshawi

International cooperation in combating computer and internet
crimes is beset with many problems. As these crimes are modern
criminal phenomena that have been addressed by legislations and
jurisprudential trends from different perspectives in an attempt to
define them, the definitions of these crimes have consequently
varied, which poses an obstacle in the way of international
cooperation in combating this kind of crimes. In a sense, in order for
such cooperation to exist it is necessary to have a unified definition or
at least one that is close to the general conception of these crimes
and the acts constitutive of them. Such a definition would represent a
single and convergent model that is agreed upon by the states in
such a way that an act would be deemed criminal in one country to

the exception of others.

However, the researcher had at first to consider the concept of
“the crime scene”. Some states have stipulated in their legislations
the validity of the crime scene data and information so that they are
subjected to legal protection. However, other states do not stipulate
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that. As such, jurisprudential stances in this comparative study
between Jordan and the United States of America, have varied.
Consequently, this thesis tackles the concept of computer and
internet crimes in the Jordanian and American legislations. The
Jordanian legislation does not subsume acts against such crimes
contrary to the US legislation, where such crimes were recognized
and addressed at an early stage. The US legislation, in addition,
contained a number of acts that are specially designed to deal with
information crimes while in Jordan there are only attempts to adjust

and adapt the traditional acts to be applied to these crimes.

Furthermore, this study examines the difficulties facing
investigations into the computer internet crimes generally at the
domestic level of states, where these difficulties are mostly focused
on the issue of criminal evidence which is different from the traditional
evidence available in the other traditional crimes, as it consists of
data and information in the form of pulses of privacy. Therefore, the
evidence brings about several problems related to the inspection
procedures , search ,and seizure. This study also addresses the most
important characteristics distinguishing this evidence from the
traditional one, in addition to the means of treating these problems in
some of the other legislations in comparison with the Jordanian
legislation, which is almost devoid of any such treatments. This,
accordingly, resulted in the lack of expertise of the investigative
bodies that look into traditional crimes.

The study then moves to address the problems facing

international efforts in the field of combating information crimes,
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which basically originate from the weakness or lack of coordination
among the countries in combating these crimes which would result in
problems in sharing information. Information sharing is one of the vital
Issues that is required to start the process of combating these crimes.
Through such a process, the state would be able to make use of
detailed information related to the criminals, criminal methods and
tools used. The study also touches upon the fact that some states
have established information centers and units to help them in

combating and investigating computer and internet crimes.

Of the problems facing international cooperation examined by
the study is the issue of international jurisdictional deputation, for
which a need arises due to the fact that the effects of these crimes go
beyond the borders of a single state. In such a case, the investigator
would clash with the competency of the states in question, a matter
that calls for finding a mechanism for international cooperation in this
domain. It was found out that many states are still far away from
organizing the issue of deputation particularly as far as the computer
and internet crimes are concerned. However, the study has reached
the possibility of applying some of the traditional texts to the subject
of computer and internet crimes as the procedural questions can be
invoked from the traditional texts by drawing on the conventions in

force or by amending their texts to address this shortcoming.

Like the deputation issue, there is also the issue of extradition,
which is also considered a procedural issue that can be accounted for
by invoking the agreements in force thereon. Most countries treated

this issue through entering into several agreements on the extradition

¢

www.manaraa.com



of criminals and have become part of the international law dealing

with these issues.

The study has also found out that the issue of international
cooperation, which was beset with a number of problems, shows the
need of the states to enter in new international agreements to
achieve cooperation in the different spheres related to this kind of
crimes, be they related to investigation or combating. It is also
necessary to reconsider the legislative policies of the states so that
they all become able to combat this imminent danger represented in

the computer and internet crimes.

The study finally addresses one of the other most important issues
that require rapid and effective cooperation to combat computer and
internet crimes. This issue is related to the competency and the law
to be applied to the wide computer and internet crimes, which may
arise during investigation into these crimes for there are multiple
standards among the nations. This would call for agreement through
international conventions to lay the appropriate groundwork on which
the competency of each nation regarding this kind of trans-border

crimes is based.
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